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Evaluation of safety and improvement to

the CAPTCHA using artificial synthesis sentences.

YOSHIFUMI KAMOSHIDAT!
and HIROAKI KIKUCHI!

The CAPTCHA is a widely used technique to prevent malicious software,
called bot, from obtaining false account. It uses an easy problem for human
but difficult for machines to distinguish an input made be by a program and one
by human. We have proposed a new CAPTCHA testing sentences synthesized
from the Markov chain model, called ”word salad”, which is tolerant against
malware with an OCR feature, or a ”crowd sourcing” attack, called as ”relay
attack”. In this paper, we estimate the degree of tolerance against the attack
using proof-reading tool to distinguish the synthesized sentences, and present
an improved protocol for the attack. Moreover, we show an experimental result
of some languages other than Japanese.
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Language | n=1 | n=2 | n =3 | Natural
Japanese 0.87 0.47 0.20 0.90
English 1.0 0.8 0.6 0.7
Chinese 1.0 0.8 0.5 0.7
Thai 1.0 1.0 0.8 0.6
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